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ABSTRACT

Objective: To systematically review published literature and identify consistency and variation in the aims,

measures, and methods of studies using electronic health record (EHR) audit logs to observe clinical activities.

Materials and Methods: In July 2019, we searched PubMed for articles using EHR audit logs to study clinical ac-

tivities. We coded and clustered the aims, measures, and methods of each article into recurring categories. We

likewise extracted and summarized the methods used to validate measures derived from audit logs and limita-

tions discussed of using audit logs for research.

Results: Eighty-five articles met inclusion criteria. Study aims included examining EHR use, care team dynam-

ics, and clinical workflows. Studies employed 6 key audit log measures: counts of actions captured by audit

logs (eg, problem list viewed), counts of higher-level activities imputed by researchers (eg, chart review), activ-

ity durations, activity sequences, activity clusters, and EHR user networks. Methods used to preprocess audit

logs varied, including how authors filtered extraneous actions, mapped actions to higher-level activities, and

interpreted repeated actions or gaps in activity. Nineteen studies validated results (22%), but only 9 (11%)

through direct observation, demonstrating varying levels of measure accuracy.

Discussion: While originally designed to aid access control, EHR audit logs have been used to observe diverse

clinical activities. However, most studies lack sufficient discussion of measure definition, calculation, and vali-

dation to support replication, comparison, and cross-study synthesis.

Conclusion: EHR audit logs have potential to scale observational research but the complexity of audit log meas-

ures necessitates greater methodological transparency and validated standards.
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INTRODUCTION

Recently mandated logging of electronic health record (EHR) access

in audit logs provides a promising resource for researchers seeking

to observe clinical activities at scale. Informaticians currently use di-

verse methods to study clinical activities—work processes associated

with patient care—including surveys, interviews, and time-motion

studies.1–5 Time-motion studies in particular have seen wide

adoption; however, their most common form of continuous observa-

tion by an external observer is time-consuming, expensive, and diffi-

cult to scale in terms of the diversity, duration, and detail of activity

recorded.1–3 Researchers can scale certain aspects of observational

studies with sensors such as Bluetooth beacons and video recorders,

but this equipment can be difficult to set up and may provide,

depending on the sensor, either a limited stream of data or detailed

VC The Author(s) 2019. Published by Oxford University Press on behalf of the American Medical Informatics Association.

All rights reserved. For permissions, please email: journals.permissions@oup.com

480

Journal of the American Medical Informatics Association, 27(3), 2020, 480–490

doi: 10.1093/jamia/ocz196

Advance Access Publication Date: 21 November 2019

Review

D
ow

nloaded from
 https://academ

ic.oup.com
/jam

ia/article/27/3/480/5637327 by U
niversity of C

alifornia, San Francisco user on 29 April 2021

http://orcid.org/0000-0003-2441-3320
https://academic.oup.com/
https://academic.oup.com/


recordings that require extensive ethnographic analysis.6,7 Despite

the many methods at their disposal, informaticians struggle to ob-

serve clinical activity accurately, efficiently, and at scale.

Starting in 2005, the Security Rule of the Health Insurance Portabil-

ity and Accountability Act (HIPAA) required all healthcare organiza-

tions to “implement hardware, software, and/or procedural

mechanisms that record and examine activity in information systems

that contain or use electronic protected health information.”8 The sec-

ond stage of the Meaningful Use regulations,9 released in 2014, further

clarified that certified EHRs must maintain audit logs adhering to the

ASTM E2147 standard for tracking health information technology

(HIT) use.10 Due to these regulations, virtually all EHRs in the United

States now track at least 4 pieces of information about every episode of

patient record access including who accessed which patient record at

what time and the action they performed in that record such as adding,

deleting, or copying information (Table 1). Depending on the vendor,

EHR audit logs may track additional information about the computer,

user, or record involved in each action, track those actions at different

levels of granularity, and give them different names.

While originally designed to monitor record access, EHR audit

logs present a unique opportunity to study some clinical activities at

a scale unachievable with direct observation. However, like other

forms of time-motion study, audit log research has challenges and

limitations. Audit logs are not purpose-built to track workflows and

may lack vital context. Logged actions may be difficult to map to

clinical activities such as chart review or patient exams and not all

clinical activities involve EHR use. While EHR audit logs have been

used to study diverse clinical activities, there has been little synthesis

of the aims, measures, and methods of this research. This knowledge

gap hinders efforts to replicate, generalize, and compare research on

clinic workflow, EHR usability, and provider burnout which may

involve audit log analysis.11–17

Objective
With this systematic review we identify consistency and variation in

the aims, measures, and methods of audit log research. Moreover,

we consolidate evidence for the validity of measures derived from

audit logs and limitations of using audit logs to observe clinical ac-

tivities. With this review, we aim to improve the quality and general-

izability of audit log research and provide literature-driven

recommendations for future study design.

MATERIALS AND METHODS

We identified articles for review by searching PubMed. We limited

our search to PubMed as pilot queries of other potentially relevant

databases (eg, IEEE Xplore, ACM Digital Library) did not yield

papers meeting inclusion criteria and many healthcare-related engi-

neering articles are cross-indexed in PubMed. Since the terms used

to describe audit logs vary, we first hand-selected 17 articles familiar

to us and identified the terms each used to describe audit logs (eg,

access log, usage log, timestamps). Using these synonyms for “audit

log” and synonyms for “EHR” used in prior systematic reviews,18,19

we searched PubMed in July 2019 for all literature referencing EHR

audit logs (see Supplementary Appendix for full query). No date

range limitation was imposed. The PubMed query and hand-

selection together returned 1775 unique articles, with only 1 hand-

selected article missing from the PubMed results. Through manual

title, abstract, and text review, 1 author (AR) identified 74 articles

which met inclusion criteria (summarized in Figure 1). A second au-

thor (MRH) with extensive experience conducting audit log research

validated article inclusion by independently reviewing 100 randomly

selected articles, achieving perfect inter-rater reliability (1.0 Cohen’s

kappa). Scanning references of included articles, the authors identi-

fied 11 additional articles which met inclusion criteria, yielding a to-

tal of 85 articles for review (Figure 2). All 11 ancestor articles could

be found on PubMed but were not in the original query results for

reasons including using generic terms like “EHR data” to describe

audit logs or having incomplete PubMed metadata (ie, missing ab-

stract).

Data extraction included coding 1) study features (eg, EHR vendor,

sample size), 2) aims, 3) measures, 4) data preprocessing methods,

5) validation/sensitivity analyses, and 6) limitations discussed of using

audit logs for research. Initial codes were developed by 1 author (AR)

through an iterative process of extracting the features, aims, measures,

methods, validation techniques, and limitations of each article. Two

authors (AR and MRH) discussed these features and together clustered

them into a smaller set of codes that covered the diversity of the litera-

ture. Following the data extraction method employed in Lopetegui et

al’s review of healthcare time-motion studies,3 2 authors (AR, MRH)

independently applied these codes to 20% of included articles and

solved discrepancies by mutual agreement and discussion that refined

the definition of each code. Inter-rater reliability was initially moderate

(0.49 Cohen’s kappa) with disagreement due to ambiguity in code defi-

nitions and centering on what constituted complex enough measures

and models of EHR activity to warrant coding (eg, is simple correlation

of EHR usage with another measure a “model”?). After reaching full

consensus on coding and code definitions, 1 author (AR) coded the

remaining 80% of articles using the final coding scheme.

RESULTS

Features of audit log research
The 85 reviewed articles used a variety of terms in titles and

abstracts to describe audit logs (Table 2). Only 30 used terms

Table 1. Example EHR audit log

TIME USER RECORD ACTION COMPUTER

05/12/2019 13: 04: 35 SMITHJANE 104738297 Edit Note Section MED2938

05/12/2019 13: 04: 37 SMITHJANE 104738297 Pend Note MED2938

05/12/2019 13: 04: 42 SMITHJANE 104738297 Sign Note MED2938

05/12/2019 13: 04: 52 DOEJOHN 105837489 View Problem List MED1238

05/12/2019 13: 05: 02 DOEJOHN 105837489 View Note MED1238

05/12/2019 13: 05: 04 DOEJOHN 105837489 View Note MED1238

05/12/2019 13: 05: 32 SMITHJANE 107483726 View Patient Summary MED2938

05/12/2019 13: 13: 32 SMITHJANE 107483726 View Patient Summary MED2938

. . . . . . . . . . . . . . .
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including “audit” or “access” while the remainder referenced more

ambiguous EHR data, metadata, timestamps, and logs. Articles also

varied in the EHRs, features, and users studied (Table 2). Just over

half analyzed audit-logs from commercial EHRs (28 from 1 vendor,

Epic [Verona, WI]). Most articles (65) examined all EHR activity

while a minority (20) measured interactions with specific features or

data types such as info buttons, handoff reports, or CT scans. Just

over half (46 articles) examined EHR activity in individual depart-

ments such as internal medicine, outpatient primary-care, or oph-

thalmology, while the remainder spanned departments. Only 5

articles examined EHR use across multiple institutions: 3 outside

the United States and 2 with a web-based EHR. Most articles (52)

studied all EHR users while the remainder largely studied physician

use (30) and few focused on nurses or medical students (3). Most

articles (74) reported the length of time studied with the median du-

ration being 1 year. Articles were less consistent in reporting the

number of users, actions, patient records, and encounters studied

(Table 3). Just over half of articles were published in 2016 or later

(43 articles). See Table 4 for features by article.

Aims of audit log research
Most articles used audit logs to study EHR use directly (62 articles,

see Table 4 for details by article).20–81 This included how often pro-

viders accessed individual pieces of information,20–32,78 patterns of

EHR use across features,33–48,62,69–76 and total duration of EHR

use.49–55,63–68 More recently, studies began to use audit logs to ex-

amine clinical workflows extending beyond the EHR, using audit

log timestamps to mark clinical event boundaries (34 articles).64–97

For example, a few articles calculated resident duty hours using

EHR login and logout timestamps, assuming these occur near shift

boundaries.77,84–86 Other studies used timestamps to identify the

start and end of clinical exams and calculate exam length or patient

wait time.90–97 Still other workflow studies focused on sequences of

actions providers took after specific events occurred (eg, receiving

an alert) or typical workflow when caring for certain patient groups,

like those with complex cardiac conditions.79–83 A third common

use of audit logs was to study care team structure and dynamics (17

articles).58–64,74,96–104 While a couple studies used EHR access to

identify care teams for individual patients,61,98 more used co-access

of the same records to identify which providers or departments con-

sistently worked together across patients.60,99–104

In addition to these 3 core aims, many studies collected addi-

tional demographic, contextual, or outcome data to model the effect

of EHR use on clinical outcomes (12 articles),39,49,58,59,62,68,71–73,

77,85,103 or the effect of patient, provider, and context on

EHR use (28 articles).29,30,37,39–41,45,46,48,49,52,55,57,59,65,66,68,75,77–81,

85,88,93,99,104 For example, 1 study modeled EHR adoption as a func-

tion of providers’ demographics and professional networks.37 Several

studies considered whether accessing a patient’s historical record de-

creased length of stay or admission rates.59,68,71–73 For this review, we

coded correlations, such as the correlation between duration of EHR

use and length of stay, as bidirectional models of both EHR use and

outcomes.

Measures of audit log research
Reviewed articles derived a variety of measures from audit logs in-

cluding 1) counts of actions captured by audit logs, 2) counts of

higher-level activities imputed by researchers, 3) activity durations,

4) activity sequences, 5) activity clusters, and 6) networks of EHR

users (summarized in Figure 3, see Table 4 for details by article).

Counts of actions captured directly by audit logs (63 articles)20–48,

50,56–62,69–79,81–83,85,87,88,96–104 such as “problem list viewed” were

often used to quantify use of specific features such as info buttons

and radiology reports. Alternatively, these actions were sometimes

aggregated to identify peak periods of EHR use throughout the day

or week. Counts of higher-level activities (27 articles)32,37,48–55,63–68,

77,80,81,84–87,89–95,98 typically involved first mapping low-level actions

to higher-level activities such as chart review and documentation. Al-

ternatively, it might involve looking for significant gaps between

actions to identify entire sessions of EHR use or work shifts. These

activity boundaries could then be used to compute counts or rates,

such as the number of unique EHR sessions across all users in the

past month or the percent of encounters where providers reviewed

the patient’s historical record. Other studies grouped actions into

higher-level activities to compute the activity duration including

total time devoted to EHR use (33 articles).24,28,49–55,63–68,

74,77,78,80–82,84–86,89–95,98,104

These first 3 measures were used to create more complex meas-

ures and models, 3 of which were employed in multiple studies.

Eight studies constructed event sequences to identify routine pat-

terns of care and deviations from them.69,70,76,82,83,88,93,103 Thirteen

studies clustered patterns of activity to identify recurring patterns of

use, such as which sections of the record providers routinely

Figure 1. Article inclusion criteria.

Figure 2. Article review process.
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accessed.20,29,30,33,45,59,69,70,76,82,83,88,103 Finally, 11 articles study-

ing care teams used co-access of patient records to develop networks

of users or departments that work together.59–61,63,64,99–104 Across

all 6 measures, there was 1 significant change in measure use over

time: 48% of articles published since 2016 reported a time duration,

whereas only 26% of the articles published before 2016 did so (v2 ¼
4.64, P< .05) (Figure 4).

Preprocessing methods of audit log research
Computing even seemingly simple measures from audit logs such as

duration of EHR use is not necessarily straightforward. Yet, less

than half of articles (32) discussed how raw audit logs were prepro-

cessed before analysis (see Table 4 for details by article). Fewer still

discussed this data wrangling in enough detail to support replica-

tion. When reported, common practices included 1) filtering actions,

2) mapping actions to higher-level clinical activities, and 3) selecting

criteria to define time-periods. Filtering actions included removing

actions that were considered incidental or irrele-

vant.30,31,35,37,45,49,51,52,54,69,72,73,76,80,81,85 For example, 1 study of

medical student EHR use removed short bursts of activity on

off-service days.49 Other studies considered all activity within 24

hours of a patient’s visit relevant,37 or only activity in periods with

“more than 3 mouse clicks (or 15 keystrokes) or 1700 mouse miles

(pixels) per minute.”51 Another common preprocessing practice was

mapping individual actions to higher-level activities such as chart re-

view or documentation.32,41,48,59,67,68,81,83,87 While no study

reported actual action–activity mappings, some reported the process

used to develop these mappings, which varied. A final recurring pre-

processing step was selecting actions and criteria to define time-peri-

ods.50,51,53–56,65,66,80,84,93,94,103 This involved defining which

actions constituted the start and end of clinical events and how gaps

in activity would be handled. Depending on the research question,

meaningful gaps ranged from 5 minutes, which could indicate the

end of an activity,54 to 6 hours, which could indicate the end of a

shift.84 Another study identified shifts using a 3-step process of 1)

identifying distinct shifts based on 4-hour gaps, 2) merging shifts

that were less than 7 hours apart which would result in a combined

shift length of less than 30 hours, and 3) merging shifts that were

less than 2 hours long and would result in a combined shift of less

than 20 hours.86

Validating audit log measures
Using EHR audit logs to study clinical activity assumes audit logs

consistently and accurately track clinical activities and the methods

used to process them into more complex measures are sound. How-

ever, a minority of studies reported checking these assumptions

through validation or sensitivity analyses. Validation studies, which

compare measures derived from audit logs with those obtained

through other methods, checked both the mapping of audit log

actions to higher-level activities and the accuracy of activity patterns

or durations derived from audit logs. Of 19 studies that reported

validation studies, 6 validated activity mappings and 15 validated

patterns or durations (see Table 4 for details by article).

The 6 studies that reported validating action-activity mappings

used a variety of methods including consensus among 2 or more

researchers,87 consulting the EHR vendor,48,51 and direct observa-

tion of clinical activities.67,68,81 Only 1 study reported the accuracy

of mappings, noting that 5.9% of the audit log actions were origi-

nally misclassified as representing the wrong activity when com-

pared to direct observation.67 Of 15 studies that reported validating

activity patterns or durations, 8 compared them to self-reported

data.21,38,49,64,84,86,87,97 Only 7 compared timing data to values

obtained through direct observation.65–67,89,90,94,95 Of these, only 5

reported measure accuracy. Accuracy for EHR time per encounter

ranged from overestimating by 43% (4.3 vs 3.0 minutes)65 to under-

estimating by 33% (2.4 6 1.7 vs 1.6 6 1.2 min).90 Measures of ap-

pointment lengths were more accurate, overestimated by just 4% in

1 study (13.8 6 8.2 vs 13.3 6 7.3 min),95 underestimated by 14%

in another (19.4 vs 22.5 min),66 and overestimated by 29% in a

third (24.4 6 13.0 vs 18.9 6 11.0 min).90

Computing duration in particular requires a number of assump-

tions about what constitutes the start and end of activities and how

to handle gaps in time. Four studies reported sensitivity analyses in

this vein,52,54,57,85 such as varying the gap in actions considered idle

activity from 5–10 minutes54 or seeing what impact discarding the

first and last 5% of actions in a shift had on shift length.85 None

reported a significant change in results due to changing parameters.

Challenges and limitations of audit log research
Finally, reviewed articles mentioned a few limitations of using audit

logs to study clinical activity. First, 19 articles mentioned that audit

Table 2. Features of studies using EHR audit logs to study clinical

activity

Study Attribute # %

Audit log term Audit/Access (eg, audit log, access log) 30 35

Generic Log (eg, log file, EHR log) 18 21

Usage (eg, usage log, usage patterns) 10 12

Data (eg, EHR data, EHR metadata) 8 9

Time (eg, timestamp, time data) 7 8

Event (eg, event file, event sequence) 6 7

Other (eg, system log, user log) 6 7

EHR Type Vendor 45 53

Homegrown (ie locally developed) 24 28

Unstated 16 19

Scope Whole EHR 65 76

Specific Feature 20 24

Department Multiple 39 46

Ophthalmology 10 12

Primary Care 9 11

General Internal Medicine 7 8

Emergency 5 6

Other 15 18

Institution Single 80 94

Multi 5 6

Users All Users 52 61

All Physicians 19 22

Residents/Fellows 11 13

Nurses 2 2

Medical Students 1 1

Table 3. Reported sample size of reviewed articles including num-

ber of months, actions, users, patients, and encounters studied

Time

(Months)

Users Actions Encounters Patients

Studies reporting 74 50 24 18 20

Minimum 0.25 15 20 249 249 100

Median 12 154 1 930 620 38 628 3071

Maximum 120 10 659 118 000 000 3 219 910 815 114
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logs do not provide a full picture of clinical activity but only capture

EHR use.20,30,35,52,59,63,64,67,74–76,84,86,90,91,93,99,103,104 Audit logs

do not track phone, pager, or face-to-face interactions nor interac-

tions with paper. This may lead to underestimating interaction or

workload. Second, 15 articles noted that gaps between timestamps

and multiple concurrent timestamps can be difficult to inter-

pret.38,49,53,54,63,65,67,80,81,85,87,89,92,94,95 For example, does a long

gap mean the provider was engaged with the EHR that entire time

or had turned away? Third, 7 articles mentioned audit log data were

either too coarse or too detailed for clear interpreta-

tion.20,46,49,64,65,99,102 Logs might capture who accessed a record,

but not the exact note or result viewed. More detailed logs might

use different names to track accessing the same piece of information

on different screens. It can take researchers substantial time to map

these isometric actions to higher-level activities. Lastly, 6 articles

noted that audit logs may capture what a user did, but data from

qualitative methods such as interviews are needed to understand

why.21,31,35,56,63,80

DISCUSSION

With this systematic review, we surveyed articles using EHR audit

logs to study clinical activities. We found a diverse literature

employing a range of measures to study EHR use directly, clinical

workflows extending beyond the EHR, and care team dynamics.

This diversity reflects the breadth of research questions audit logs

can address. These include directly measuring care efficiency and

quality (eg, adherence to guidelines) as well as the impact of EHR

use on care efficiency, quality, and effectiveness (eg, does chart re-

view reduce length of stay). The body of EHR audit log research is

growing with more than half of reviewed articles published in the

last 3-1/2 years. Moreover, increasing measurement of total time us-

ing EHRs may reflect growing concern over the association between

EHR use and provider burnout.14–17

Several clusters of EHR audit log research by institution

emerged. For example, all 10 reviewed studies focusing on ophthal-

mology were conducted at Oregon Health & Science Univer-

sity.53,55,65,90–92,94–97 A post-hoc analysis of first author affiliation

also revealed 13 studies written by authors from Columbia Univer-

sity (many of the earliest studies using audit logs),21–24,28–30,

35,36,63,69,70,98 9 from authors at Vanderbilt (many investigating

sequences of action and networks of users),58–60,74,82,83,88,99,101 6

from authors at a trio of Korean institutions focusing on mobile

electronic health records,42,43,45–47,76 and 5 from authors at Stan-

ford focused on trainees’ use of EHRs.26,49,50,54,85 These clusters

Figure 3. (A) Audit logs track actions EHR users perform in patient records. Here we show a simplified example of an audit log for 1 provider performing actions

(eg, “View Problem List”) in 3 different patient records. We have already mapped these actions to 3 higher-level clinical activities (record review, orders, docu-

mentation). (B) Audit logs can be used to compute a variety of measures including simple measures such as (1) action counts, (2) higher-level activity counts, and

(3) activity durations. These base measures may be used to create more complex models and measures such as (4) sequences of activities, (5) clusters of similar

activity patterns, and (6) networks of providers based on their access of the same patient records.

Figure 4. Audit log publications over time with publications reporting a time

duration highlighted.
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may reflect the work of individual labs and institutions with exper-

tise in the nontrivial task of analyzing audit-logs.

Whereas some measures employed in this literature were rela-

tively simple counts of actions tracked explicitly by audit logs,

others required researchers to manipulate audit logs in sophisticated

ways, generating durations, sequences, clusters, and networks.

Many studies glossed over the details of how raw audit logs were

preprocessed and analyzed to compute these measures, and, even

when methods were reported, there was significant variation.

Recommendations
The variability of measures and methods in reviewed articles echoes

the variability observed in prior systematic reviews of the time-

motion studies in healthcare.2 It also highlights areas where research

using EHR audit logs might improve. We focus our recommenda-

tions on 4 areas: sample size reporting, reporting of methods used to

preprocess audit logs, validation and sensitivity analyses, and meth-

odological transparency leading to validated standards.

First, we recommend standard reporting of the time, number of

users, and patient records studied. While most studies report the du-

ration of time studied, not all did. Just over half reported the num-

ber of users studied, and far fewer reported the number of patients

or encounters analyzed. This use of time to report sample sizes likely

reflects the fact that audit log data are routinely queried by time pe-

riod rather than number of patient records or users desired for anal-

ysis. We suggest other reported sample size measures be clinically

relevant, such as the number of patient encounters, rather than data-

set measures, such as number of audit log rows, as these are harder

to compare across vendors and institutions with different logging

practices.

Second, we recommend detailed reporting of steps used to com-

pute measures. Given the variable accuracy of time durations

reported in validation studies, more accurate and consistent methods

of tracking activities with audit logs are needed. Methods reporting

should include any criteria used to filter logs and at least the process

used to map granular actions into higher-level activities, such as doc-

umentation or chart review. Ideally researchers would also report

the exact mapping of actions to activities; however, this may not be

feasible given the large number of actions that may map to a single

activity or the potential for EHR vendors to consider audit log ac-

tion names proprietary. For time durations, we recommend authors

report how they handle repeated actions and gaps in activity, as well

as how they identify activity boundaries, especially if data are miss-

ing. We recommend the audit log research community develop

standards for reporting more complex measures such as activity

sequences, activity clusters, and user networks.

Third, we recommend researchers take more steps to validate

their results. Ultimately, the validity of audit log research rests on

assumptions that audit logs consistently and accurately track EHR

use and clinical activities. While some methods seem to be

approaching parity with direct observation for measuring the dura-

tion of longer activities such as patient exams, measures of shorter

events such as EHR time per encounter are more varied. Validation

may occur in a number of ways including surveys and member-

checks, but the gold-standard should remain comparing measures

derived from audit logs with those obtained through direct observa-

tion. More sensitivity analyses are also warranted as the parameters

of methods used to preprocess audit logs may significantly affect

results.

Finally, there is a need for greater methodological transparency

and validated standards to support replication and synthesis. This

includes clear documentation and sharing of data schemas, action-

activity mappings, and preprocessing scripts between institutions. We

recommend that vendors, institutions, and the audit-log research com-

munity work together to share methods and develop validated stand-

ards for tracking, querying, and analyzing audit logs to compute the

diverse measures of clinical activity uncovered in this review. These

standards could in turn support replication and comparison across

departments and institutions to identify consistency and variation in

EHR use and clinical workflows between them.

Limitations
This review has a few limitations. First, it does not survey use of all

HIT logs, nor all uses of EHR audit logs. EHR related technologies

such as Personal Health Records, Health Information Exchanges,

and mobile health apps often track user activity with logs similar to

EHR audit logs105–108 and workflow researchers may use timing

data from patient records in their studies (such as admission time).

EHR audit logs are also routinely used for their primary purpose of

access control and several publications have explored how to use

them more effectively for that purpose.109–113 While the measures

and methods used in these related domains may be similar to those

reported in this review, we scoped our analysis to the use of EHR

audit logs to study clinical activity to provide targeting insights for

this growing research community. Second, we limited our search to

articles on PubMed which may exclude articles published in engi-

neering venues not routinely indexed there. We mitigated this risk

by searching the citations of included articles for relevant references,

regardless of venue. Third, article selection and coding were largely

subjective and primarily performed by a single author, though vali-

dated by a second with extensive experience conducting audit log re-

search. While the authors of each article may not agree with our

classification, we aimed to develop a consistent coding scheme that

captured the breadth of the literature by iteratively defining and ap-

plying each category label. Finally, this review likely reflects a publi-

cation bias in which some types of audit log research are more

readily published than others (eg, workflow studies vs studies of IT

infrastructure needs).

CONCLUSION

EHR audit logs have been used to study a wide range of clinical ac-

tivities, extending beyond their original purpose of monitoring pa-

tient record access. The 85 articles included in this review

demonstrate a diverse and growing literature, reflecting researchers’

desire to gather precise data on clinical activities at scale. However,

the process of turning raw audit logs into insights is complex,

requires professional judgement, and varies from study to study—

when it is even reported. Moreover, there are relatively few articles

in the literature that report testing the validity and sensitivity of au-

dit log measures. This lack of rigor and reporting prevents synthesis

and comparison across studies, as well as efforts to improve the ac-

curacy of using audit logs to measure clinical activities. EHR audit

logs have untapped potential to support quality improvement and

research, but the continued growth of the field will require greater

methodological transparency and validated standards to support

replication and cross-study knowledge discovery.
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